Insider Threat Analyst
Location: Landover, MD

Responsibilities:

e This contract will provide insider threat detection and mitigation analytic support to
DIA's Threat Mitigation Cell (TMC) in furtherance of DIA's Insider Threat Program's
(InTP) mission which is to protect DIA personnel, facilities, information, and systems
from loss, degradation, or acts of violence caused or aided by a person(s) with
authorized access.

e The TMC serves as the "Hub" of the InTP. The TMC consists of a small group of
professionals with demonstrated experience in Security, Counterintelligence (Cl), Law
Enforcement (LE), Computer Network Defense (CND), and other expertise necessary to
identify anomalous behavior indicative of an insider threat. This group identifies
behavior possibly indicative of a potential threat using host-based insider threat
detection and analysis and correlation tools, developing a comprehensive picture of the
event.

Requirements:

e United States citizen
e 8 years of Counter intelligence, Intelligence or law enforcement experience required.

The Buffalo Group Mission statement: The Buffalo group provides innovative capabilities and
extensive domain knowledge to both federal and commercial clients in order to operate more
efficiently and effectively. Leveraging our team’s expertise, proven industry practices, and
leading edge technologies, we ensure that your return on investment is maximized. Our culture
of complete commitment to customers is based upon a thorough understanding of your needs and
expectations which results in flexible and agile delivery model aimed at success.
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